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DISCLAIMER  

The information contained in this Request for Proposal document (“RFP”) or subsequently provided to 

Bidders, whether verbally or in documentary or any other form by or on behalf of the APSFL or any of its 

employees or advisers, is provided to Applicants on the terms and conditions set out in this RFP and such 

other terms and conditions subject to which such information is provided. 

This RFP is not an agreement and is neither an offer nor invitation by the APSFL to the prospective 

Applicants or any other person. The purpose of this RFP is to provide interested parties with information that 

may be useful to them in the preparation of their Proposals pursuant to this RFP. This RFP includes 

statements, which reflect various assumptions and assessments arrived at by APSFL. Such assumptions, 

assessments and statements do not purport to contain all the information that each Applicant may require. This 

RFP may not be appropriate for all persons, and it is not possible for APSFL, its employees or advisers to 

consider the objectives, technical expertise and particular needs of each party who reads or uses this RFP. The 

assumptions, assessments, statements and information contained in this RFP, may not be complete, accurate, 

adequate or correct. Each Applicant should, therefore, conduct its own investigations and analysis and should 

check the accuracy, adequacy, correctness, reliability and completeness of the assumptions, assessments and 

information contained in this RFP and obtain independent advice from appropriate sources. 

Information provided in this RFP to the Applicants is on a wide range of matters, some of which depends 

upon interpretation of law. The information given is not an exhaustive account of statutory requirements and 

should not be regarded as a complete or authoritative statement of law. APSFL accepts no responsibility for 

the accuracy or otherwise for any interpretation or opinion on the law expressed herein. 

 APSFL, its employees and advisers make no representation or warranty and shall have no liability to any 

person including any Applicant under any law, statute, rules or regulations or tort, principles of restitution or 

unjust enrichment or otherwise for any loss, damages, cost or expense which may arise from or be incurred or 

suffered on account of anything contained in this RFP or otherwise, including the accuracy, adequacy, 

correctness, reliability or completeness of the RFP and any assessment, assumption, statement or information 

contained therein or deemed to form part of this RFP or arising in any way in this Selection Process. 

APSFL also accepts no liability of any nature whether resulting from negligence or otherwise, howsoever 

caused, arising from reliance of any Applicant upon the statements contained in this RFP. APSFL may in its 

absolute discretion, but without being under any obligation to do so, update, amend or supplement the 

information, assessment or assumption contained in this RFP. 

Issuance of this RFP does not imply that the APSFL is bound to select an Applicant or to appoint the Selected 

Applicant, as the case may be, for the RFP, APSFL reserves the right to reject all or any of the Proposals 

without assigning any reasons whatsoever. 

The applicant shall bear all its costs associated with or relating to the preparation and submission of its 

Proposal including but not limited to preparation, copying, postage, delivery fees, expenses associated with 

any demonstrations which may be required by the APSFL or any other costs incurred in connection with or 

relating to its Proposal. All such costs and expenses will remain with the Applicant and APSFL shall not be 

liable in any manner whatsoever for the same or for any other costs or other expenses incurred by an 

Applicant in preparation or submission of the Proposal, regardless of the conduct or outcome of the selection 

process 
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ACRONYMS  

APSFL Andhra Pradesh State FiberNet Limited 

BG Bank Guarantee 

BOM Bill of Material 

CA Certifying Authority  

DC Data Centre 

DD Demand Draft 

EMD Earnest Money Deposit 

GST Goods & Services Tax  

ICT  Information and Communication Technology 

INR Indian National Rupees 

IPR Intellectual Property Right 

IT Information Technology 

ISO International Organization for Standardization 

LAN Local Area Network 

LD Liquidated Damages 

MIS Management Information System 

MSA Master Service Agreement 

O&M Operation and Maintenance 

P&L Profit & Loss  

PAN Permanent Account Number 

PDD Proposal Due Date 

RFP Request For Proposal 

SD  Security Deposit  

SLA  Service Level Agreement 

VAT Value Added Tax  

VAS Value Added Services  

WAN Wide Area Network  

Wi-Fi Wireless Fidelity  
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DEFINITIONS  

Á “Agreement” means the Agreement to be signed between the successful bidder and APSFL 

including all attachments, appendices, all documents incorporated by reference thereto together 

with any subsequent modifications, the RFP, the bid offer, the acceptance and all related 

correspondences, clarifications, presentations. 

Á “Authority” refers to MD/Directors of APSFL or its nominated representatives  

Á “Authorized Representative” shall mean any person authorized by either of the parties. 

Á “Bidder / System Integrator ” means any firm or group of firms (called consortium) offering the 

solution(s), service(s) and /or materials as required in the RFP. The word Bidder/ System 

Integrator when used in the pre-award period shall be synonymous with parties bidding for this 

RFP, and when used after award of the Contract shall mean the successful party with whom 

APSFL signs the agreement for rendering of services for implementation of this project. 

Á “Contract” is used synonymously with Agreement. 

Á “Law” shall mean any Act, notification, bye law, rules and regulations, directive, ordinance, 

order or instruction having the force of law enacted or issued by the Central Government and/ or 

Andhra Pradesh or regulatory authority or political subdivision of government agency. 

Á  “Party” means APSFL or Bidder, individually and “Parties” mean APSFL and Bidder, 

collectively. 

Á “Proposal / Bid” means the Pre-Qualification and Technical Proposals submitted along with the 

subsequent clarifications and undertakings, if any; 

Á “Request for Proposal (RFP)” means this document and its annexure etc., seeking a set of 

solution(s), services(s), materials and/or any combination of them. 

Á “Requirements” shall mean and include schedules, details, description, and statement of 

technical data, performance characteristics and standards (Indian & International) as specified in 

RFP. 

Á “Service Level(s)” means the performance standards, which shall apply, to the solution design, 

implementation & services delivered by the Empanelled Agency.  

Á “Users” means the departmental staffs or any other Govt. officials.  
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1. Tender Schedule  
Andhra Pradesh State FiberNet Limited (APSFL) invites sealed proposals from qualified bidders for 

implementing Broadband Wired Solution and Broadband Wi-Fi solution for an event planned by 

APSFL at Berm Park, Vijayawada. The selected bidders shall be responsible for supply, installation 

and commissioning of the Broadband Wired Solution and Broadband Wi-Fi solution along with 

requisite access points, network equipment and software(s) to cater to the 100000 Customers.  

1.1. Key Events and Dates   

1.  Name of the Authority Andhra Pradesh State FiberNet Limited 

2.  Name of the Assignment RFP for Selection of Agency to provide Broadband Wired 

Solution & Broadband Wi-Fi Solution 

3.  RFP Number APSFL/FiberNet Services/Events/F1H2O/15026/3/2018, 

dated 03/11/2018 

4.  Last date and time for submission 

of Proposal (Proposal Due Date) 

08/11/2018 at 3:00 PM 

The proposal is to be submitted through Hard copy and can 

be downloaded from  www.apsfl.in   

5.  Date and time of opening of Pre-

qualification cum technical bids 

08/11/2018 at 4:00 PM 

Andhra Pradesh State FiberNet Limited 

NTR Administrative Block, 3rd Floor, Pandit Nehru Bus 

Station, NH -65, Vijayawada - 520013 

Web address: www.apsfl.in 

Email address: apsfl@ap.gov.in 

6.  Date and time of opening of 

financial bid 

To be intimated to the technically qualified agencies at a 

later date 

7.  Bid Processing Fee  

(Non-refundable) 

INR 10,000 (Ten Thousand Indian Rupees Only) 

In the form of Demand Draft issued by one of the 

Nationalized / Scheduled Banks in India drawn in favour 

of Andhra Pradesh State FiberNet Ltd’, payable at 

Vijayawada. 

 

Original DD must be submitted in APSFL office at 

Vijayawada before proposal due date. 

8.  Earnest Money Deposit 

(Refundable) 

INR 1,00,000 (One Lakh Rupees Only) 

In the form of Demand Draft issued by one of the 

Nationalized / Scheduled Banks in India drawn in favour 

of Andhra Pradesh State FiberNet Ltd’, payable at 

Vijayawada. 

 

Original DD must be submitted in APSFL office at 

Vijayawada before proposal due date. 

http://www.apsfl.in/
http://www.apsfl.in/
mailto:apsfl@ap.gov.in
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9.  Event Period  7 days (12-18 Nov, 2018)  

10.  For any enquiries and clarifications, 

please contact: 

Chief Marketing Officer, 

Andhra Pradesh State FiberNet Limited 

NTR Administrative Block, 3rd Floor, Pandit Nehru Bus 

Station, Vijayawada - 520013 

Web address: www.apsfl.in 

Email: cmo.apsfl@ap.gov.in 

 

 

1.2. Procedure for Bid Submission 

The Bidder shall submit their response through hard copy at APSFL Office, Vijayawada by following the 

procedure given below: 

The bidder would be required to Send the hard copies before the proposal due date with two different Sealed 

Covers i.e Qualification cum Technical bid and Price bid documents to the following address: 

Chief Marketing Officer,  

Andhra Pradesh State FiberNet Limi ted, 

3 rd floor, NTR Admin istrative Building,  

Pandit Nehru Bus Station,  

Vi jayawada -522013. 

The bidders shall submit their Qualification cum Technical bid and Price bid, Separately in hard copies only. 

The bidder should sign on all the statements, documents, certificates, owning responsibility for their 

correctness/authenticity. 

 

In case any bidder is not able to enclose the entire set of documents like mentioned in Annexures, would be 

disqualified from the participation of this RFP. 

1.3. Hard copies: 

i. All the bidders shall submit the Original DD towards the bid processing fee in APSFL office at 

Vijayawada before proposal due date.  

ii. APSFL shall carry out the evaluation solely based on the uploaded certificates/documents 

iii. APSFL will not take any responsibility for any delay in receipt/non-receipt of original DD towards 

Document Fee before the stipulated time.  

iv. All the bidders shall submit the bid processing fee and EMD in the technical bid documents only.

http://www.apsfl.in/
mailto:Email:%20cmo.apsfl@ap.gov.in
mailto:Email:%20cmo.apsfl@ap.gov.in
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2. Introduction:  

Andhra Pradesh State FiberNet Limited (APSFL) has been incorporated under the Companies Act, 2013 in 

October 2015, to undertake the works of AP Fiber Grid, its operations & maintenance and its business activities. 

It is a fully owned entity of the Government of AP under the control of Energy, infrastructure & Investment 

(E, I&I) department. APSFL aims to provide high quality & affordable digital services to households, 

Government and Business. 

Fiber Grid is one of the 5 Grids identified by the Government of Andhra Pradesh to accelerate socio-

economic growth of the State. Fiber Grid is primarily aimed at harnessing the power of information resource 

and enabling provision of qualitative and cost-effective IT, Communication (data, voice & video) related 

services to the citizens of A.P. 

 

Vision of AP Fiber Grid is as follows: 

ñTo establish a highly scalable network infrastructure, accessible on a non-discriminatory basis, to provide on 

demand, affordable and end-to-end broadband connectivity of 10 Mbps for ALL households and 1 to 10 Gbps 

for ALL institutions & Multi-Dwelling Units by 2018, to enable realization of the Vision of Digital Andhra 

Pradesh, in partnership with the Government of India and the private sectorò 

At present, plans to hire  solution provider for broadband wired connection and wi-fi solution on immediate 

basis for an event planned at Berm Park, Vijayawada, Andhra Pradesh, India for a period of 7 days i.e., 

from 12th to 18th November, 2018.  

3. Scope of Work: 

The selected bidder is responsible for site visit, supply, installation and commissioning of Broadband Wired 

Solution and Broadband Wi-Fi solution for event planned at Berm Park,  Vijayawada, Andhra Pradesh, 

India from 12th to 18th November, 2018. As part of the solution, selected bidder shall provide adequate 

access points along with requisite network infrastructure and software to manage the  Broadband wired 

Connection and Broadband Wi-Fi provisioned.  The solution should cater to around 100000 (Approx.) users 

spread across various blocks which are as follows.  

 

*Recommended Bandwidth is 20 MBPS Dedicated line for the event at the below Locations: 

 

Blocks Locations Remarks Approx. Viewers 

Registration 

Wi-Fi for registration 

desks Access with password 

20 

Block 1 Timing Area 

1 Internet Broadband Wired 

Connection of 20 MB Upload & 

Download with fixed IP 

250 

Block 2 PCR Room 

1 Broadband Wired Connection of 20 

Mbps Upload & 20 Mbps Download 

with Fixed IP 

 
250 
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Block 3 

 International Press 

Conference (To cover 

all the rooms including 

breakout sessions) 

1 Broadband Wireless Connection of 

40 Mbps Upload & 40 Mbps 

Download Wi-Fi with Password 

Protected 

500 

Block 4 Briefing Room 

1 Broadband Wireless Connection of 

20 Mbps Upload & 20 Mbps 

Download With Wi-Fi Router and 

Installation(40MB) 

150 

Block 5 

 AP Media 

1 Broadband Wireless Connection of 

20 Mbps Upload & 20 Mbps 

Download With Wi-Fi Router and 

Installation 

100 

Block 6 

 

IN site Office/Timing 

Team 

1 Broadband Wireless Connection of 

20 Mbps Upload & 20 Mbps 

Download With Wi-Fi Router and 

Installation 

200 

Block 7 

APTD/Client Site 

Office 

1 Broadband Wireless Connection of 

20 Mbps Upload & 20 Mbps 

Download With Wi-Fi Router and 

Installation 

100 

Block 8 Wizcraft Site Office 

1 Broadband Wireless Connection of 

20 Mbps Upload & 20 Mbps 

Download With Wi-Fi Router and 

Installation 

100 

Block 9  Paddock Area 

1 Broadband Wireless Connection of 

20 Mbps Upload & 20 Mbps 

Download With Wi-Fi Router and 

Installation 

400 

Block 10 Public View Gallery 

1 Broadband Wireless With Wi-Fi 

Router and Installation 

50000 

Block 11 Bhavani Island 

1 Broadband Wired Connection of 20 

Mbps Upload & 20 Mbps Download 

with fixed IP 

1500 

Block 12 Prakasham Barrage 

1 Broadband Wireless With Wi-Fi 

Router and Installation 

 

25000 

*T he Proposed vendor has to assess the no of users/Access points/Routers/Firewalls and all relevant 

network accessories 

 



            
           RFP for Selection of Agency to provide Wi-Fi Solution         

                                            

 

 11 

The layout of the Venue for the event is as follows: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The prospective bidder shall undertake the following activities for the same: 

1. Site visit to assess and confirm the exact requirement for each of the locations within the premises.  

         The proposed venues are: 

o  Berm Park, Bhavani puram, Vijayawada 

o Bhavani Island, Vijayawada 

o Prakasham Barrage, Vijayawada 

o MG Road from Raghavaiah park to Benz Circle, Vijayawada 

2. The selected bidder shall undertake the following activities: 
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¶ Supply of necessary hardware/software and their installation and configuration including UPS 

& other accessories. 

¶ Deployment of necessary tools to monitor and manage the solution provided  

¶ Supply, Testing and commissioning of the Wi-Fi Solution , Which includes OTP based 

authentication (Radius: AAA) mechanism. Authentication through external RADIUS 

/Directory services, and locally passwords to cater to 100000 Customers 

¶ Usage Monitoring  

¶ Maintain the sufficient spares to ensure 24 x 7 uptime. 

¶ The solution should have the uptime of 99.999% 

¶ Should supply, Lay, integrate and maintain 10 Km of 24F ADSS Fiber from the locations of 

the suggested sites by APSFL to the venues. The required ROW would be provided by 

APSFL. The Ownership of this 10 Kms of 24F ADSS Fiber Should be transferred to APSFL 

after the completion of the event i.e on 18/11/2018 Midnight. However the Ownership of 

other accessories like firewalls, Routers, Access Points, etc., will remain with the vendor 

which can be taken back after the event is completed. 

3. APSFL Would provide at least 3 alternate internet links (From Multiple ISPs). It is responsibility of 

the vendor to integrate the entire solution with these links. 

4. 1 Internet Broadband wired connection with min. 20 Mb Upload & 20 Mb download to be provided at 

Bhavani Puram Island. The vendor may propose suitable solution for providing the required 

connection. 

 

 

APSFL shall provide required bandwidth to support the applications hosted and user group present.  

However it is the responsibility of selected bidder to integrate APSFL line with the solution in order to 

deliver Wi-Fi services without any disruption.   

 

Proposed Wi-Fi solution features:   

 

5. Provide secure, easy and metered Internet access to different devices through the Wi-Fi network. 

6. Should be compatible with OTP based authentication (Radius: AAA) mechanism. Authentication 

through external RADIUS /Directory services, and locally passwords. 

7. Provide the web based portal for users to login/authenticate for the Wi-Fi Access.  

8. Provisioning the access control and audit trail mechanism as per industry standard and security norms 

defined by various regulatory bodies. 

9. Provide the web based management console to monitor and manage the Wi-Fi access. 

10. Ensure adherence to the following QoS parameters 

o Committed bandwidth throughout the designated area 

o 24*7 Wireless network availability 
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o Seamless mobility of service across the designated area at all the time 

11. Facility to define rule based access depending on usage, time duration, etc. 

o Restrict access based on URL, application, category, signature, etc.  

o Designated APSFL officials/representatives to restrict the Wi-Fi access on need basis.  

o Enable/disable specific user/system from Wi-Fi Access. 

12. Provision of customizable reports for Wi-Fi Access Logs.  

 

Timelines  

13. Supply, Installation & Configuration of the System at least prior to the event. i.e 11 th Nov,2018. 

14. UAT and Go Live of the Wi-Fi Services as proposed by APSFL.  

 

 

The bidder will ensure the availability of services from professionally qualified team  

¶ The bidder has to ensure that during the execution of the project they do not damage or disrupt the 

existing services under and above the ground. 

¶ User connectivity will be wireless through WAPs (Wireless Access Points) which are connected to 

layer-2 manageable access switch by UTP and powered by PoE. The backbone connectivity will be 

on OFC i.e. all the L2 access switches will be connected to the layer-2 manageable distribution 

switches on redundancy. The OFC connectivity between the access switches and the distribution 

will be redundant.  

¶ Dedicated room shall be used as Control Room to control and manage the network i.e., NMS, User 

Management Software and other data required.  

 

The minimum technical specifications of the hardware has been provided in Annexure -VIII 

 

However, based on the requirements, vendor is free to provide higher or better specifications in line with the latest 

solution available to render smooth network operations. It is the responsibility of bidder to provide the 

recommendations to user department/ APSFL in case of any such modifications required. 
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 Expected 

4. Qualification Criteria  

Prospective bidders must satisfy the following eligibility criteria for submission of their bids and 

provide supporting documents as proof of eligibility. 

*Note: Consortium is not allowed 

S.No. Criteria  Documentary Proof to be submitted 

1.  

The Bidder  should be a  Company 

registered in India under the Indian 

Companies Act 1956/2013 or 

Registered Partnership Company/ 

Firm or a Sole Proprietary Firm and 

existing for the past 3 years as on 

31/03/2018 

In case the Bidder is a Registered Company in India, 

they should produce the copy of the Certificate of 

Incorporation.  

 

In case the Bidder is Registered Partnership 

Company /Firm, they should produce the copy of 

Registered Partnership Deed. 

 

In case the Bidder is a Sole Proprietary Firm, 

they should produce the copy of VAT/GST 

Certificate 

2.  

The Bidder should have at least 2 years 

of experience in delivering Wi-Fi 

related products & services as on 

31/03/2018. 

 

 

Copy of Purchase Orders and client cert ificate 

should be submitted. 

 

 

. 

3.  

The Bidder must have executed two 

projects of value IN R 10 Lakhs each 

for establishing Wi-Fi enabled network 

as on 31/03/2018.  

or 

In case of subscription/rental model, 

the system is running for at least 6 

months as on 31/03/2018.  

Copy of Work Orders & Project Completion 

certificates from each client 

 

In case of subscription/rented model, Bidder 

should submit the order copy and invoices raised 

towards Wi-Fi services.  
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S.No. Criteria  Documentary Proof to be submitted 

4.  

The Bidder should have an 

average Annual Turnover of INR 5 

Crores and above in the last  two 

successive audi ted financial years. 

 

The Bidder should have an 

average Annual Turnover of INR 20 

Lakhs from Wi-Fi related projects the 

last  two successive audi ted 

financial years. 

Copies of the Audited Balance sheets and 

Profit and Loss account for the last 2 audited 

financial years .  

(2016-17 & 2017-18 ) 

 

 

Certified by the Charted Accountant  regarding 

the Wi-Fi /Connectivity services related 

revenue for each of the years.  

 

5.  
The bidder should submit valid 

documentary proof of PAN Card& GST 

Certificate where applicable 

Copy of PAN Card 

Copy of GST Certificate 

6.  

The bidder should not have been 

blacklisted by any Govt. department or 

any PSU in India as on the date of bid 

submission 

Self-declaration by the bidder duly signed by the 

authorized signatory 

7.  Submission of Tender Document Fee  ¶ Tender Document Fee – Original DD 

 

NOTE: 

¶ Only the bids of those Bidders, who submit the prescribed Bid Processing Fee shall be 

considered for evaluation.  

¶ Bidders are required to provide the aforementioned information as per the formats provided 

along with the required supporting documents for each of the criteria.  

¶ Proposals without necessary supporting documents or not meeting the prescribed 

qualification criteria will be treated as non-responsive and will not be considered for further 

evaluation. 
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5. Financial Evaluation  

The final evaluation of the “Successful Bidder” shall be done using Least Cost Basis (L1) approach, Qualified 

Bidder with the lowest Price Bid value would be declared as the successful bidder or the L1 Bidder and will 

be considered for award of contract. 

 

6. Instructions to Bidder(s) 

6.1. Language of the Bid 

The bids prepared by the Bidder and all subsequent correspondence and documents relating to the bids 

exchanged by the Bidder and APSFL shall be written in English language. Any printed literature furnished by 

the Bidder, written in another language, shall be accompanied by an accurate English translation, in which 

case, for purposes of interpretation of the Bid, the English translation shall govern. 

6.2. Hand writt en documents, Erasures or Alterations 

The offers containing erasures or alterations will not be considered. There should be no hand-written material, 

corrections or alterations in the offer. Filling up of the information using terms such as “OK”, “noted”, “as 

given in brochure/manual” is not acceptable and may lead to the disqualification of the Bid. 

6.3. Bid Prices 

The Bidder shall indicate in the proforma prescribed, the Lumpsum price and , it proposes to provide under 

the Contract. Firm Prices quoted in the Bid must be firm and final and shall not be subject to any 

modifications, on any account whatsoever. The Bid Prices shall be indicated in Indian Rupees (INR) only. 

The Price Bid should clearly indicate the price quoted without any ambiguity / qualifications whatsoever and 

should include all applicable taxes, duties, fees, levies, and other charges as may be applicable in relation to 

the activities proposed to be carried out. Should there be a change in applicable taxes, the actual taxes on the 

date of billing would prevail.  

6.4. Conditional bids/offers by the bidders 

The Bidder should abide by all terms and conditions specified in the RFP Document. Conditional bids/offers 

shall be liable for disqualification. 

6.5. Number of Proposals  

No Bidder shall submit more than one Proposal for a specified service. 

6.6. Amendment of RFP 

At any time prior to the deadline for submission of Proposal, the Authority may, for any reason, whether at its 

own initiative or in response to clarifications requested by Bidders, modify the RFP document by the issuance 

of Addendum/ Amendment and posting it on the Official Website. All prospective bidders are requested to 

regularly visit www.apsfl.in for any updates.  
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In order to afford the Bidders a reasonable time for taking an amendment into account, or for any other reason, 

the Authority may, in its sole discretion, extend the PDD 

6.7. Late Tender bids 

Any offer received after the deadline for submission as prescribed by the Authority, will be summarily 

rejected. 

6.8. Opening of Bids 

Bids received within the prescribed closing date and time will be opened  on the date, time and at the address 

mentioned in the RFP Documents. 

6.9. Right to accept any Bid and reject any or all Bids 

Authority reserves the right to accept or reject any Bid, and to annul the RFP process and reject all bids at any 

time prior to award of contract, without thereby incurring any liability to the affected Bidder(s) or any 

obligation to inform the affected Bidder(s) of the grounds for such action. 

6.10. Rejection criteria  

Besides other conditions and terms highlighted in the RFP Document, bids may be rejected under following 

circumstances: 

¶ Conditional Bids;  

¶ If the information provided by the Bidder is found to be incorrect / misleading / fraudulent at any stage 

/ time during the RFP Evaluation Process;  

¶ Any effort on the part of a Bidder to influence the bid evaluation, bid comparison or contract award 

decisions;  

¶ Bids received after the prescribed time & date for receipt of bids;  

¶ Bids without signature of person (s) duly authorized on required pages of the bid;  

¶ Bids without power of attorney/ board resolution or its certified true copy. 

¶ Bids received without submission of the prescribed Bid processing fee. 

6.11. Taxes 

The Bidders shall fully familiarize themselves about the applicable domestic taxes (such as value added or 

sales tax, service tax, income taxes, duties, fees, levies, GST etc.) on amounts payable by APSFL under the 

Agreement. All such taxes must be included by Bidders in the Price Bid. (Bidder needs to find out applicable 

taxes for the components being proposed.) 

6.12. Bid forms 

Wherever a specific form is prescribed in the bid document, the bidder shall use the form to provide relevant 

information. For all other cases the bidder shall design a form to hold the required information. 
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6.13.  Evaluation & Award of Contract  

# Description Details 

1 
Stage-I:  

Qualification criteria 

Bids which meet all the qualification criteria will be considered for 

financial evaluation 

2 Stage-II: Financial 

Price bids of the bidders shortlisted in the eligibility criteria stage shall be 

opened and the bidder quoting the lowest Grand Total (i.e. L1) in price bids 

shall be declared as the successful bidder. 

Any bid failing to meet any one of the eligibility criteria is liable to be summarily rejected and will not be 

considered for further evaluation. 

APSFL may ask Bidder(s) for additional information to verify claims made in Bid documentation from 

already submitted Proposals at any point of time before announcement of final results. 

APSFL reserves the right to 

1. Negotiate with the Bidder whose offer is the lowest evaluated price for further reduction of prices. 

2. Insist on quality / specification of materials to be supplied. 

3. Modify, reduce or increase the quantity requirements to an extent of the tendered quantity 

4. Change the list of areas of work from time to time based upon the requirement of the purchase. 

5. If delivery performance of the Bidder is not as per the Schedule, then APSFL reserves the right to take 

action against them. 

6. APSFL reserves its right to withhold any amount for the deficiency in the service aspect of the 

ordered items supplied. 

6.14. Third Party Claims  

The selected bidder would be required to obtain license / authorization for any software or hardware or 

services to fulfil its performance obligations under this contract. In case of any infringement, APFSL will not 

be responsible for the same. The shortlisted bidders shall indemnify APSFL against all third-party claims. 

6.15. Service Levels 

The bidders should be required to ensure adherence to the following service levels Uptime of Wi-Fi services. 

Parameter 
Expected Service 

Level 

Penalty chargeable in case of 

non-compliance (in INR) 

Uptime of Wi-Fi services for Internet Access 

by users 
99.999% 

5000 per every 0.25% of the 

reduced time 

Avg. bandwidth to the user  Based on the bandwidth provided by APSFL.  

Adherence to the required security 

requirements as specified by DoT and relevant 

government authorities 

Zero-Non compliance 
25000 per every incidence of non-

compliance 
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6.16. Payment Terms  

¶ The payment shall be made within 15 days  from the date of Submission of the invoice  

6.17. Force Majeure 

¶ Force Majeure shall not include any events caused due to acts/omissions of such Party or result from a 

breach/contravention of any of the terms of the Contract, Bid and/or the Tender. It shall also not 

include any default on the part of a Party due to its negligence or failure to implement the 

stipulated/proposed precautions, as were required to be taken under the Agreement. 

¶ The failure or occurrence of a delay in performance of any of the obligations of either party shall 

constitute a Force Majeure event only where such failure or delay could not have reasonably been 

foreseen or where despite the presence of adequate and stipulated safeguards the failure to perform 

obligations has occurred. In such an event, the affected party shall inform the other party in writing 

within five days of the occurrence of such event. APSFL will make the payments due for Services 

rendered till the occurrence of Force Majeure. However, any failure or lapse on the part of the vendor 

in performing any obligation as is necessary and proper to negate the damage due to projected force 

majeure events or to mitigate the damage that may be caused due to the above mentioned events or the 

failure to provide adequate disaster management/recovery or any failure in setting up a contingency 

mechanism would not constitute force majeure, as set out above. 

¶ In case of a Force Majeure all Parties will endeavour to agree on an alternate mode of performance in 

order to ensure the continuity of service and implementation of the obligations of a party under the 

agreement and to minimize any adverse consequences of Force Majeure. 

6.18. Liquidated Damages  

Subject to clause for Force Majeure if the bidder fails to complete before the scheduled date or if bidder 

repudiates the agreement before completion of the Work, APSFL at its discretion may without prejudice to 

any other right or remedy available to APSFL the Contract recover a maximum of 5% (five percent) of the 

project cost from the successful bidder as Liquidated Damages (LD). 

APSFL may without prejudice to its right to effect recovery by any other method deduct the amount of 

liquidated damages from any money belonging to the bidder in its hands (which includes APSFL’s right to 

claim such amount against successful bidder’s Bank Guarantee) or which may become due to the 

Implementation Agency. Any such recovery or liquidated damages shall not in any way relieve the bidder 

from any of its obligations to complete the Works or from any other obligations and liabilities under the 

agreement. 

6.19. Resolution of Disputes  

This Contract shall be governed by laws of India. Disputes arising out of this Agreement shall be first referred 

to the senior executives of each party for an amicable solution. If the dispute is not resolved within a period of 

thirty (30) days, the same shall be referred to arbitration in accordance with Arbitration and Conciliation Act, 

1996 (including all amendments thereto).  
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Each party shall appoint one arbitrator each and the two appointed arbitrators shall appoint the third arbitrator. 

The decision of the arbitrators shall be final and binding on both parties. The venue of arbitration shall be 

Vijayawada, India. Subject to the above, this Agreement shall be subject to the jurisdiction of courts of AP.  

6.20. Applicable Law 

The contract shall be governed by the laws and procedures prescribed by the Laws prevailing and in force in 

India, within the framework of applicable legislation and enactment made from time to time concerning such 

commercial dealings/processing. Legal disputes are subject to jurisdiction of AP only. 

6.21. Personnel/Employees 

Personnel/employees assigned by Empanelled Agency to perform the services shall be employees of 

Empanelled Agency and/or its sub-contractors, and under no circumstances shall such personnel be considered 

as employees of APSFL. Empanelled Agency shall have the sole responsibility for supervision and control of 

its personnel and for payment of such personnel's employee's entire compensation, including salary, legal 

deductions withholding of income taxes and social security taxes, worker's compensation, employee and 

disability benefits and the like and shall be responsible for all employer obligations under all laws as 

applicable from time to time. APSFL shall not be responsible for the above issues concerning to personnel of 

Empanelled Agency.  

6.22. Termination of contract 

APSFL may, without prejudice to any other remedy under this Contract and applicable law, reserves the right 

to terminate for breach of contract by providing a written notice stating the reason for default to the 

Empanelled Agency and terminate the contract either in whole or in part: 

¶ If the Empanelled Agency fails to deliver any or all of the project requirements/operationalization/go-

live of project within the time frame specified in the contract; or if the Empanelled Agency fails to 

perform any other obligation(s) under the contract. 

¶ Prior to providing a notice of termination to the Empanelled Agency, APSFL shall provide the 

Empanelled Agency with a written notice instructing the Empanelled Agency to rectify any breach/ 

default, if APSFL is of the view that the breach can be rectified. 

¶ On failure of the Empanelled Agency to rectify such breach, APSFL may terminate the contract by 

providing a written notice of 30 days to the Empanelled Agency, provided that such termination shall 

not prejudice or affect any right of action or remedy which has accrued or shall accrue thereafter to 

APSFL.  In such an event the Empanelled Agency shall be liable for penalty imposed by APSFL. 

¶ In the event of termination of this contract for any reason whatsoever, APSFL is entitled to impose 

any such obligations and conditions and issue any clarifications as may be necessary to ensure an 

efficient transition and effective continuity of the services which the Empanelled Agency shall be 

obliged to comply with and take all available steps to minimize the loss resulting from that 

termination/ breach, and further allow and provide all such assistance to APSFL and/ or succeeding 

vendor, as may be required, to take over the obligations of the Empanelled Agency in relation to the 

execution/  continued execution of the requirements of this contract. 
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7.  ANNEXURES 

Annexure I – Cover Letter 

(To be submitted by Bidder on original letterhead) 

             

To, 

           (Date)  

The Managing Director, 

Andhra Pradesh State FiberNet Limited, 

3rd Floor, NTR Administrative Block, 

Pandit Nehru Bus Station, 

NH – 65, Vijayawada – 520013 

 

 

Subject: RFP for Selection of Agency to provide Broadband Wired Solution and Broadband Wi-Fi Solution 

Ref:  APSFL/Fibernet Services/Events/F1H20 /15026/3/2018, dated 03/11 /2018 

  

Dear Sir,  

With reference to your RFP dated 03/11/2018, I/We, having examined all relevant documents and 

understood their contents, hereby submit our proposal for RFP for Selection of Agency to provide Wi-Fi 

Solution  

1. All information provided in the Proposal and in the Appendices is true and correct and all documents 

accompanying such Proposal are true copies of their respective originals.  

2. I/We shall make available to the Authority any additional information it may deem necessary or require 

for supplementing or authenticating the Proposal.  

3. I/We acknowledge the right of the Authority to reject our Proposal without assigning any reason or 

otherwise and hereby waive our right to challenge the same on any account whatsoever.  

4. I/We to the best of our knowledge certify that in the last three years, we or any of our Associates have 

neither failed to perform on any contract, as evidenced by imposition of a penalty by an arbitral or judicial 

authority or a judicial pronouncement or arbitration award against the Bidder, nor been expelled from any 

project or contract by any public authority nor have had any contract terminated by any public authority for 

breach on our part. 

5. I/We understand that you may cancel the Selection Process at any time and that you are neither bound to 

accept any Proposal that you may receive nor to select the vendor, without incurring any liability to the 

Bidders 

6. I/We to the best of our knowledge certify that in regard to matters other than security and integrity of the 

country, we or any of our Associates have not been convicted by a Court of Law or indicted or adverse 

orders passed by a regulatory authority which would cast a doubt on our ability to undertake the Project or 

which relates to a grave offence that outrages the moral sense of the community. 
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7. I/We to the best of our knowledge further certify that in regard to matters relating to security and integrity 

of the country, we have not been charge-sheeted by any agency of the Government or convicted by a Court 

of Law for any offence committed by us or by any of our Associates. 

9. I/We agree and understand that the Proposal is subject to the provisions of the RFP document. In no case, 

shall I/We have any claim or right of whatsoever nature if our Proposal is not opened or rejected. 

10. I/We agree to keep this offer valid for 180 days from the Proposal Due Date specified in the RFP. 

11. I/We agree and undertake to abide by all the terms and conditions of the RFP Document. In witness 

thereof, I/We submit this Proposal under and in accordance with the terms of the RFP Document. 

 

Yours faithfully, 

(Signature, name and designation of the authorized signatory) 

(Name and seal of the firm) 
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 Annexure II – Profile of the Bidder  

(To be submitted by Bidder on original letterhead) 

# Particulars Details 

1.  Name of the Company  

2.  Year of incorporation  

3.  Nature of the Company (Registered Company)  

4.  Registered Office Address  

 Office Telephone Number  

 Fax Number  

5.  

5 

Contact Person  
 Name  
 Telephone Number  
 Email Address  

6. 6

. 

Local presence at Andhra Pradesh   
 Office Address  
 Office Telephone Number  
 Fax Number  

7.  

7. 

Contact Person (in Andhra Pradesh)  
 Name  
 Telephone Number  
 Email Address  

8. 8

. 

Registration Details  
 Permanent Account Number(PAN)  
 VAT Registration Number  

 GST Number  

9. 9

. 

Banker's Name, Address and Account Number  
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Annexure III - Financial Information 

(To be submitted by Bidder on original letterhead) 

 

 

Annual Turnover  of the Bidder  

 

Criteria  
 

Sub Criteria 

 

FY 

Total Financials 

Financial 

Capability  
 

FY 2016-17  

FY 2017-18  

 

Documentary Proof Required: 

Statutory Auditor Certificate clearly specifying the turnover for the specified years. 

Audited Balance sheets and Profit & Loss statements  

 

 



            
           RFP for Selection of Agency to provide Wi-Fi Solution         

                                            

 

 25 

 

Annexure IV - Declaration of Acceptance of Terms & Conditions of RFP 

(To be submitted by Bidder on original letterhead) 

 

 

To,          [Date] 

 

The Managing Director, 

Andhra Pradesh State FiberNet Limited, 

3rd Floor, NTR Administrative Block, 

Pandit Nehru Bus Station, 

NH – 65, Vijayawada – 520013 

 

Subject: RFP for Selection of Agency to provide Broadband Wired Solution and Broadband Wi-Fi Solution 

Ref:  APSFL/FiberNet Services/Events/F1H20 /15026/3/2018, dated 03/11 /2018 

 

Sir, 

 

It is to certify that the RFP document – RFP No. APSFL/FiberNet Services/Events/ F1H20 / /2018 dated 

03/11/2018 is carefully read & understood and all the sections and clauses are COMPLIED 

UNCONDITIONALLY AND UNEQUIVOCALLY. There is no deviation from the terms & conditions of 

the RFP. We also hereby confirm that the solution proposed by us will meet the project requirements.  

 

 

Yours faithfully, 

(Signature, name and designation of the authorized signatory) 

(Name and seal of the firm) 
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Annexure V - Declaration regarding Clean Track Record 

(To be submitted by Bidder on original letterhead) 

 

To,          [Date] 

 

The Managing Director, 

Andhra Pradesh State FiberNet Limited, 

3rd Floor, NTR Administrative Block, 

Pandit Nehru Bus Station, 

NH – 65, Vijayawada – 520013 

 

 

Subject: RFP for Selection of Agency to provide Broadband Wired Solution & Broadband Wi-Fi Solution 

Ref:  APSFL/FiberNet Services/Events/F1H20 /15026/3 /2018, dated 03/11 /2018 

  

Sir, 

 

I/We hereby declare that my company has not been debarred / black listed as on Bid submission date by any 

State Government, Central Government, Central & State Govt. Undertakings / Organizations and by any 

other Quasi Government bodies / Organizations, and any other major Enterprise / Organizations in India for 

non-satisfactory past performance, corrupt, fraudulent or any other unethical business practices.  

 

 

 

Yours faithfully, 

(Signature, name and designation of the authorized signatory) 

(Name and seal of the firm) 
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Annexure VI - Format for Project Citation  

 

Assignment Name: Country: 

Location within Country: Key Professional Staff Provided: 

Name of Client : No. of Professional Staff: 

Address: No. of Professional Staff Months; duration of 

assignment: 

Start Date 

(Month/Year): 

Completion Date 

(Month/Year): 

Approximate Value of Services (in INR): 

Name of Associated Consultants, if any: 

No. of Months of Key Professional Staff, 

Provided by Associated Consultants: 

Name of Senior Staff involved: 

Narrative Description of Project: 

Description of Actual Services provided: 

 

(Signature of the Authorized Representative) 

(Name and designation of the of the Authorized Representative) Date: 

Note: 

Use separate sheet for each assignment. 

Any one of the following documents could be submitted to demonstrate experience: Completion Certificate / 

Work order / Agreement / letter from client / relevant supporting documents from the client. 
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Annexure-VII  Price Bid Format  

To,          [Date] 

 

Managing Director, 

Andhra Pradesh State FiberNet Limited 

NTR Administrative Block, 3rd Floor,  

Pandit Nehru Bus Station, NH -65,  

Vijayawada - 520013 

 

Subject: RFP for Selection of Agency to provide Broadband Wired Solution and Broadband Wi-Fi Solution 

Ref:  APSFL/FiberNet Services/Events/F1H20 /15026/3/2018, dated 03 /11/2018 

 

  

With reference to the subject work and RFP referred above we submit the following Price Bid: 

 

# Description of the Services 
Total Cost without 

taxes in Rs. 

1 

To provide Broadband Wired Solution and Broadband Wi-Fi 

solution for a period of 7days in Vijayawada 

 (excluding bandwidth as it is  APSFL’s scope ) 

 

Total Cost in Rs. (In Words) 
 

 

Note:  

¶ The price quoted above shall be inclusive of travel, accommodation and all other out of pocket 

expenses excluding Taxes. 

¶ The Bidder offering the Lowest Total Cost (Exclusive of Taxes) will be considered for award of 

contract.  

¶ Only Taxes as applicable shall be paid by APSFL  

¶ If there is a discrepancy between words and figures, the amount in words shall prevail.  

¶ Rates quoted shall be valid for the contract period  

¶ In case of any revisions in the Tax Structure, the prevailing tax rates will apply on the Total 

Project Value. 

 

Bidder Signature 

Name:         

Designation:        

Address:        

Bidder Seal 

Place: 

Date:   
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Annexure-VIII  – Mini mum (Indicative) Technical Specifications 

CORE SWITCH 1 and SWITCH 2 

S.No. Technical Specifications 

1 

Should be a modular chassis based switch have capacity to cater below requirements with 

redundant CPU/Switch fabric and redundant power supply. After catering to the 

requirement below 2 payload slot should be kept free for future expansion.  

2 

Should have centralized/distributed switching architecture, each module should be 

provisioned with adequate hardware/software to support  the same. 

3 

Dual Redundant Switch Fabric/CPU should support minimum 2.5 Tbps switch fabric 

capacity per switch. There should not be any performance degradation in  case of any 

switching/routing engine failure 

4 

In the event of failure of one switching/routing engine, forwarding should not stop and 

failover from one engine to other should be state full  

5 

Switch should support simplify the changes through In -Service OS upgrade 

mechanism with a minimal disruption of traffic through upgrade process.  

6 

Switch should support Net-flow or S-flow or J-flow or equivalent. If it is given as 

services on a module, at least two of those modules shall be quoted to ensure 

redundancy of the solution. 

7 Minimum 1.5Bpps forwarding rate should be supported.  

8 Should have hardware based unicast, multicast and broadcast suppression. 

9 

Should support multi -layer switching, Layer 2 (MAC), Layer 3 (IP address) and Layer 4 

(TCP UDP port) switching and application classification and redirection 

10 

Support for 48 port 10/100/1000 BASE-T, 1000 BASE-SX, LX, LH ,GBIC/SFP, 10-Gig 

SR/LR/ZR 

11 

Single Chassis should support upto 128 Nos. of 10-Gig non-blocking ports or support 

8X40G/4X100G. 

12 

Should support a mechanism to detect connectivity issues with both fiber and copper 

cabling to ensures that a partially failed link is shut down on both sides, to avoid 

L2/L3 protocol convergence issues 

13 

Should have IEEE compliance for 802.1Q VLAN, 802.1p, 802.1d STP, 802.3ad, 802.1w 

RSTP, 802.1s MSTP, 802.3ad LACP, IEEE 802.1ab Link Layer Discovery Protocol.  

14 Should have 128 K MAC addresses 

15 Should have minimum 4K active VLAN support  

16 Should have basic Routing-Static IP routing and policy based routing 

17 

Should have hardware enabled advance IP routing protocols all versions of OSPF till 

date, BGPv4, PIM-SSM, SM, DM. 
 

S.No. Technical Specifications 

18 Should have VRRP. 

19 Should have IGMP v1, v2, v3 
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20 

Switch should support Multicast QoS, Multicast ACL, Multicast Netflow/jFLow/ 

SFLow, 

21 Should support minimum 8k multicast entries. 

22 Should support minimum 16K IPv4 and 8K IPv6 routes.  

23 Support extension of VRF without MPLS 

24 Shall have Diff Serv QoS configuration on all ports  

25 Should support minimum eight queues per port in hardware 

26 

Switch should support high availability features like Stateful switchover and Non-

Stop forwarding 

27 Should have 1+1/N+1 Redundant Power Supply  

28 Should have Hot Swap ability on all modules, Powe r Supply and Fan Tray 

29 Should have Filters/Access-List on all ports 

30 Should have 802.1x user authentication and accounting 

31 Switch should support  minimum 8K QoS ACLs and Security ACLs  

32 

Should support DHCP snooping to allow administrators to ensure consistent 

mapping of IP to MAC addresses 

33 Should have TACACS+/RADIUS enabled.  

34 Should have SSHv2, SNMPv2, SNMPv3 and NTP versions support  

35 Switch should be IPv6 Certified/ Ready Logo/TEC certified  

36 Should be certified by Common criteria/NDPP 

37 

For smooth, seamless and easy manageability, operation, interoperability and 

maintenance, the bidder should offer/quote all the switches (Core Switches, Zonal 

Switches & Access Switches) of the same make (OEM) and must be managed by the same 

NMS offered/quoted. 



 

 

DISTRIBUTION SWITCH 1 and SWITCH 2 

S.No. Technical Specifications 

1 
Switch should have minimum 1 Tbps switching capacity.  

2 

Switch should support Netflow or S-flow or J-flow or equivalent. If it is given as 

services on a module, at least two of those modules shall be quoted to ensure 

redundancy of the solution. 

3 Minimum 750 Mbps forwarding rate should be supported. 

4 Should have hardware based unicast, multicast and broadcast suppression.  

5 

Should support multi-layer switching, Layer 2 (MAC), Layer 3 (IP address) and Layer 

4(TCP UDP port) switching and application classification and redirection 

6 

Support for 48 port 1000 BASE-T, 1000 BASE-SX, LX, LH ,GBIC/SFP, 10-Gig 

SR/LR/ZR 

7 Should support upto 48 Nos. of 10-Gig SFP+ non-blocking ports, support of 2X 40G 

8 

Should support a mechanism to detect connectivity issues with both fiber and copper 

cabling to ensures that a partially failed link is shut down on both sides, to avoid 

L2/L3 protocol convergence issues 

9 Should provide 80 Gig of  stacking 

10 

Should have IEEE compliance for 802.1Q VLAN, 802.1p, 802.1d STP, 802.3ad, 802.1w 

RSTP, 802.1s MSTP, 802.3ad LACP, IEEE 802.1ab Link Layer Discovery Protocol.  

11 
Should have 32K MAC addresses  

12 
Should have minimum 4K active VLAN support  

13 Should have basic Routing-Static IP routing, and policy based routing 

14 

Should have hardware enabled advance IP routing protocols OSPF, OSPFv3, BGPv4, 

PIM-SSM, SM, DM. 

15 Should have VRRP 

16 Should have IGMP v1, v2, v3 

17 

Switch should support Multicast QoS, Multicast ACL, Multicast Netflow/jFLow/ 

SFLow, 

18 Should support minimum 4K multicast entries. 

19 Should support minimum 8K IPv4 and 4K IPv6 routes.  

20 Support extension of VRF without MPLS 

21 Shall have Diff Serv QoS configuration on all port s 

22 Should support  minimum eight queues per port in hardware 

23 

Switch should support high availability features like Stateful switchover and Non-

Stop forwarding 

24 Should have 1+1/N+1 Redundant Power Supply from day one  

25 Should have Hot Swap ability on all modules, Power Supply and Fan Tray 

26 Should have Filters/Access-List on all ports 

27 Should have 802.1x user authentication and accounting 

28 Switch should support  minimum QoS ACLs and Security ACLs  
 



 

 

S.No. Technical Specifications 

29 

Should support DHCP snooping to allow administrators to ensure consistent 

mapping of IP to MAC addresses 

30 Should have TACACS+/RADIUS enabled.  

31 Should have SSHv2, SNMPv2, SNMPv3 and NTP version support  

32 Switch should be IPv6 Certified/ Ready Logo/TEC cert ified 

33 Should be certified by Common criteria /NDPP 

34 

For smooth, seamless and easy manageability, operation, interoperability and 

maintenance, the bidder should offer/quote all the switches (Core Switches, Zonal 

Switches & Access Switches) of the same make (OEM) and must be managed by the same 

NMS offered/quoted.  



 

 

ACCESS SWITCH (PoE and Non PoE)  

S.No. Technical Specification 

1 Switch Architecture and Performance 

2 

Switch should have 24 x 10/100/1000 Base-T auto-sensing ports complying to IEEE 

802.3, IEEE 802.3u, and 802.3ab standard, supporting half duplex mode, full duplex 

mode and auto negotiation on each port with at least 2 x 1G/10G uplink with SFP+ 

support 
3 Switch should support  Gbps of stacking 

4 Switch should support link aggregation across multiple switches in a stack 

5 Switch should have non-blocking wire-speed architecture 

6 Switch should support IPv4 and IPv6 

7 
Switch should have non-blocking switching fabric of minimum 64 Gbps or more and 

should have forwarding rate of minimum 45Mpps. 

8 Switch should support  power supply redundancy 

9 Layer 2 Features 

10 IEEE 802.1Q VLAN tagging with support 255 active VLANs and 4K VLAN ids  

11 Should support for minimum 16k MAC addresses  

12 
Should support Spanning Tree Protocol as per IEEE 802.1d, Multiple Spanning-Tree 

Protocol as per IEEE 802.1s, Rapid Spanning-Tree Protocol as per IEEE 802.1w 

13 Switch should support  IGMP v1/v2/v3 as well  as IGMP v1/v2/v3 snooping.  

14 Quality of Services (QoS) Features 

15 Switch should support classification and scheduling as per IEEE 802.1 P on all ports. 

16 Switch should support minimum eight  hardware queue per post.  

17 Switch should support Different Servers as per RFC 2474/RFC 2475.  

18 Security Features 

19 
Switch should support MAC address based filters / access control lists (ACLs) on all 

switch ports. 

20 Switch should support Port as well as VLAN based Filters / ACLs. 

21 
Switch should support RADIUS and TACACS+ for access restriction and 

authentication. 

22 Secure Shell (SSH) Protocol version2, HTTP and DoS protection 

23 
Should support DHCP snooping, DHCP Option 82, Dynamic ARP Inspec tion (DAI), 

RA Guard, DHCP Guard 

24 Management, Easy to Use Deployment and Control Features 

25 Switch should have a console port for configuration and diagnostic pu rposes. 

26 Switch should be SNMP manageable with support for SNMP Version 1, 2 and 3.  

27 Switch should support TELNET and SSH Version-2 for Command Line Management.  

28 
Switch should support 4 groups of embedded RMON (history, statistics, alarm and 

events). 



 

 

S.No. Technical Specification 

29 

Support for Unidirectional Link Detection Protocol  (UDLD) or equivalent to detect 

unidirectional links caused by incorrect fiber -optic wiring or port faults and disable on 

fiber optic interfaces 

30 Standards 

31 Should be RoHS Compliant. 

32 Should support IEEE 802.1x support. 

33 Should be certified by Common criteria/NDPP 

34 Should support IEEE 802.3x full duplex on 10BASE-T and 100BASE-TX ports. 

35 Should support IEEE 802.3u 10 Base-T/100 Base Tx /1000 Base Tx 



 

 

NETWORK MANAGEMENT SYSTEM (NMS)  

S.No. Technical Specifications 

1 The NMS should support management of Network devices like Routers, switches, 

UTM, Server, Wi-Fi controllers and other SNMP based devices of same or different 

OEM. 2 The NMS should support  an open database schema 

3 The NMS should support guided workflows based on best practices with built-in 

configuration templates 

4 The NMS should support the capability to view the network topology  

5 The NMS should support Layer 2 Services  

6 The NMS should support Fault  Management 

7 The NMS should support Flexible web-based portal framework 

8 The NMS should support creation of user-defined views 

9 The NMS should support multiple protocols such as https, SSL, SCP, SSH, FTP, TFTP, 

Telnet and SNMP (v1, v2c and v3). 

10 Inv entory Management 

11 The NMS should automatically discover IP devices  on the network 

12 The NMS should detect SNMP compliant network devices on the network and 

manage them. 

13 The NMS should support equipment details - chassis, module, interface 

14 The NMS should support a single menu for discovery status, device status, user 

tracking, and inventory dashboards 

15 Monitoring and troubleshooting 

16 The NMS should support centralized fault and event browser (consolidated, syslog, 

traps, and events and alarms) 

17 The NMS should support dashboard to allow for real-time monitoring 

18 Configuration management 

19 The NMS should support Configuration backup of Routers, Switches & other 

network devices 

20 The NMS should support User roles  and privileges 

21 The NMS should support change management required to maintain and update 

22 Reporting 

23 The NMS should support flexible reporting for inventory  

24 The NMS should support flexible reporting for switch port usage  

25 The NMS should support Audit Trail reports 

26 The NMS should support compilation of a report on all Audit Trail changes that 

occurred in the network during a specific time period 

29 Installation  

30 The entire hardware & software with all accessories required for functio ning of NMS 



 

 

WIRELE SS LAN CONTROLLER (WLC) -TY PE1  

S.No Technical specifications 

1 WLC must be compliant with IEEE CAPWAP or equivalent for controller -based 

Wireless LANs(WLANs) 

2 WLC should be dedicated appliance with support for upto 100 Access points.  Should be 

appliance in High Availability mode. Should have 2 nos. 10/100/1000 ports  

3 Should support multiple redundancy models like 1+1/ N+1. 

4 Should support an ability to dynamically adjust channel and power settings based on the 

RF environment. 

5 Radio coverage algorithm must allow adjacent WAPs to operate on different 

channels, in order to maximize available bandwidth and avoid interference 

6 Should support interference detection and avoidance.  

7 Should support detection and correction that can be adjusted on a per WLAN basis. 

8 Should support RF Management with 40/80 MHz channels  

9 WLC performance should remain the same if encryption is on or off for wireless 

SSIDs. 

10 WLC Should support Rogue AP detection, classification and standard WIPS 

signatures. 

11 Should adhere to the strictest level of security standards, including 802.11i  Wi-Fi 

Protected Access 2 (WPA2), WPA, Wired Equivalent Privacy (WEP), 802.1X with 

multiple Extensible Authentication Protocol (EAP) types, including Protected EAP 

(PEAP), EAP with Transport  Layer Security (EAP-TLS), EAP with Tunneled TLS 

(EAP-TTLS). 

12 Should support Access Control Lists (ACLs). 

13 Should support built -in web authentication 

14 Should be able to set a maximum per -user bandwidth limit on a per-SSID basis. 

15 Must support user load balancing across Access Points. 

16 Should provide Mesh capability for Mesh supported AP 

17 Must support client roaming across controllers separated by a layer 3 routed 

boundary. 

18 Must support AP over-the-air packet capture for export to a tool such as 

Wireshark/equivalent 

19 Should be able to classify different types of interference. 

20 Should provide real-time charts/log showing interferers per access point, on a per -radio, 

per-channel basis. 

21 Should support 802.11e WMM 

22 Support for configuring media streams with different priority to identify speci fic 

video streams for preferential quality-of-service treatment. 

23 To deliver optimal bandwidth usage, reliable multicast must use single session 

between AP and Wireless Controller. 

24 Should support IPv4 & IPv6 
 



 

 

25 Should support Internet Group Management Protocol (IGMP) snooping and access point 

should transmits multicast packets only if a client associated to the access point is 

subscribed to the multicast group. 

26 For smooth, seamless and easy manageability, operation, interoperability and 

maintenance, the bidder should offer/quote WLC & WAPs of the same make (OEM).  

27 Controller should support deep packet inspection for all user traffic across Layer 4 -7 

network to analyses information about applications usage, peak network usage times for 

all access points from day one in a central and local switching mode.  



 

 

WIRELESS LAN CONTROLLER (WLC) -TYPE 2 

S.No. Technical specifications 

1 
WLC must be compliant with IEEE CAPWAP or equivalent for controller-based 

Wireless LANs(WLANs) 

2 

WLC should be dedicated appliance with support for upto 500 Access points. Should be 

single/multiple appliance in High Availability mode. Should have 2 nos. 10 G ports. 

3 Should support multiple redundancy models like 1+1 / N+1.  

4 
Should support an ability to dynamically adjust channel and power settings based on the 

RF environment. 

5 Should have redundant power supplies  

6 
Radio coverage algorithm must allow adjacent WAPs to operate on different 

channels, in order to maximize available bandwidth and avoid interference 

7 Should support interference detection and avoidance. 

8 
Should support coverage hole detection and correction that can be adjusted on a per WLAN 

basis. 

9 Should support  RF Management with 40/80 MHz channels 

10 
WLC performance should remain the same if encryption is on or off for wireless 

SSIDs. 

11 
WLC Should support Rogue AP detection, classification and standard WIPS 

signatures. 

12 

Should adhere to the strictest level of security standards, including 802.11i Wi-Fi 

Protected Access 2 (WPA2), WPA, Wired Equivalent Privacy (WEP), 802.1X with 

multiple Extensible Authentication Protocol (EAP) types, including Protected EAP 

(PEAP), EAP with Transport  Layer Security (EAP -TLS), EAP with Tunneled TLS 

(EAP-TTLS). 

13 Should support Access Control Lists (ACLs).  

14 Should support built -in web authentication 

15 Should be able to set a maximum per -user bandwidth limit on a per-SSID basis. 

16 Must support user load balancing across Access Points. 

17 Should provide Mesh capability for Mesh supported AP 

18 
Must support client roaming across controllers separated by a layer 3 routed 

boundary. 

19 
Must support AP over-the-air packet capture for export to a tool such as 

Wireshark/equivalent 

20 Should be able to classify different types of interference. 

21 
Should provide real-time charts/Log showing interferers per access point, on a per-radio, 

per-channel basis. 

22 Should support 802.11e WMM 



 

 

S.No. Technical specifications 

23 
Support for configuring media streams with different priority to identify specific 

video streams for preferential quality-of-service treatment. 

24 
To deliver optimal bandwidth usage, reliable multicast must use single session 

between AP and Wireless Controller. 

25 Should support IPv4 & IPv6. 

26 

Should support Internet Group Management Protocol ( IGMP) snooping and access 

point should transmits multicast packets only if a client associated to the access point is 

subscribed to the multicast group. 

27 
For smooth, seamless and easy manageability, operation,  interoperability and 

maintenance, the bidder should offer/quote WLC & WAPs of the same make (OEM). 

28 

Controller should support deep packet inspection for all user traffic across Layer 4 -7 

network to analyses information about applications usage, peak network usage times for 

all access points from day one in a central and local switching mode. 



 

 

WIRELESS LAN CONTROLLER (WLC) -TYPE 3 

S.No Technical specifications 

1 
WLC must  be compliant  with IEEE CAPWAP or  equi valent  for  control le r-based 

Wireless LANs(WLANs) 

2 

WLC should be dedicated appliance with  support for upto1000 Access points. Should be 

Single/multiple appliance in High Availabi l i ty mode.Should have 2 nos. 10 G ports. 

3 Should support multiple redundancy models like 1+1/ N+1. 

4 
Should support an ability to dynamically adjust channel and power settings based on the 

RF environment. 

5 Should have redundant power supplies  

6 
Radio  coverage  a lgori thm must  a l low adjacent  WAPs to opera te  on  d if ferent  

channels, in order to maximize available bandwidth and avoid interference 

7 Should support interference detection and avoidance. 

8 
Should support coverage hole detection and correction that can be adjusted on a per WLAN 

basis. 

9 Should support RF Management with 40/80 MHz channels 

10 
WLC performance should remain the same if encryption is on or off  for wireless 

SSIDs. 

11 
WLC Should  suppor t  Rogue  AP de t ec t i on ,  c la ss i f i ca t i on  and  s tandard  WIPS 

signatures. 

12 

Should adhere to the strictest level of security standards, including 802.11i Wi-Fi 

Protected Access 2 (WPA2), WPA, Wired Equivalent Privacy (W EP), 802.1X with 

multiple Extensible Authentication Protocol (EAP) types, including Protected EAP 

(PEAP),  EAP with Transport  Layer  Securi ty (EAP -TLS),  EAP with Tunnel ed  TLS 

(EAP-TTLS). 

13 Should support Access Control Lists (ACLs). 

14 Should support buil t-in web authentication 

15 Should be able to set a maximum per-user bandwidth limit on a per-SSID basis. 

16 Must support user load balancing across Access Points.  

17 Should provide Mesh capability for Mesh supported AP 

18 
Must  support  c l ient  roaming ac ross  control lers  separated by a  layer  3 routed 

boundaries. 

19 
M u s t  s up p o r t  AP  o ve r - t h e -a i r  p a c ke t  c a p tu r e  f o r  e x p o r t  t o  a  t oo l  s u c h  a s  

Wireshark/equivalent 

20 Should be able to classify different types of interference. 

21 
Should provide real -time charts/log showing interferers per access point, on a per-radio, 

per-channel basis. 

22 Should support 802.11e WMM 
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S.No Technical specifications 

23 
Support  for configuring media streams with different priority to identify specific 

video streams for preferential quality-of-service treatment. 

24 
To deliver optimal bandwidth usage, reliable multicast  must use single session 

between AP and Wireless Controller.  

25 Should support IPv4 & IPv6. 

26 

Should support Internet  Group Management Protocol (IGMP) snooping and access 

point should transmits multicast packets only if a client associated to the access point is 

subscribed to the multicast group. 

27 
For smooth,  seamless  and easy manageabil i ty,  operat ion, interoperabil i t y and 

maintenance, the bidder should offer/quote WLC & WAPs of the same make (OEM). 

28 

Controller should support deep packet inspection for all user traffic across Layer 4 -7 

network to analyses information about applications usage, peak network usage times for 

all access points from day one in a central and local switching mode. 
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WIRELESS LAN CONTROLLER (WLC) -TYPE 4 

S.No. Technical Specification 

1 WLC must be compliant with IEEE CAPWAP or equivalent for contr oller-based 

Wireless LANs(WLANs) 

2 WLC should be dedicated appliance with support for up to 5000 Access Points. 

Should be a single/multiple appliance in High Availability mode.Should have 2 nos. 10 

G ports. 

3 Should support multiple redundancy models like 1+1/ N+1. 

4 Should have redundant power supplies. 

5 Must support an ability to dynamically adjust channel and power settings based on the 

RF environment or equivalent process to avoid co -channel interference. 

6 Radio coverage algorithm must allow adjacent WAPs to operate on different 

channels, in order to maximize available bandwidth and avoid interference 

7 Must support interference detection and avoidance.  

8 Must support coverage hole detection and correction that can be adjusted on a per WLAN 

basis. 

9 Must support  RF Management with 40/80 MHz channels 

10 WLC performance must remain the same if encryption is on or off for wireless SSIDs. 

11 WLC Should support Rogue AP detection, classification and standard WIPS 

signatures. 

12 Should adhere to the strictest level of security standards, including 802.11i Wi-Fi 

Protected Access 2 (WPA2), WPA, Wired Equivalent Privacy (WEP), 802.1X with 

multiple Extensible Authentication Protocol (EAP) types, including Protected EAP 

(PEAP), EAP with Transport  Layer Security (EAP-TLS), EAP with Tunneled TLS 

(EAP-TTLS). 

13 Must support Access Control Lists  (ACLs). 

14 Must support built-in web authentication 

15 Must be able to set a maximum per-user bandwidth limit on a per-SSID basis. 

16 Must support user load balancing across Access Points. 

17 WLC must provide Mesh capability for Mesh supported AP 

18 Must support client roaming across controllers separated by a layer 3 routed 

boundaries. 

19 Must support WAP over-the-air packet capture for export to a tool such as 

Wireshark/equivalent 

20 Should be able to classify over different types of interference 

21 Should provide real-time chart/log showing interferers per access point, on a per -radio, 

per-channel basis. 

22 Should support 802.11e WMM 

23 Support for configuring media streams with different priority to identify specific 

video streams for preferential quality-of-service treatment. 

24 To deliver optimal bandwidth usage, reliable multicast must use single session 

between WAP and Wireless Controller.  

25 Should support IPv4 & IPv6 
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26 Should support Internet Group Management Protocol (IGMP) snooping and access 

point should transmits multicast packets only if a client associated to the access point is 

subscribed to the multicast group. 

27 For smooth, seamless and easy manageability, operation, interoperability and 

maintenance, the bidder should offer /quote WLANC & WAPs of the same make 

(OEM). 

28 Controller should support deep packet inspection for all user traffic across Layer 4 -7 

network to analyses information about applications usage, peak network usage times for 

all access points from day one in a central and local switching mode. 
 

WIRELESS ACCESS POINTS (WAP)  

Indoor Wireless Access Point 

S.No. Technical Specifications 

1 Access Points proposed must include radios for both 2.4 GHz and 5.8 GHz. 

2 Access point must have minimum two Gigabit Ethernet port. 

3 
Must support minimum 3x3 multiple-input multiple-output (MIMO) with three 

spatial streams 

4 
Must support simultaneous 802.11n on the 2.4 GHz and 802.11ac on the 5.8 GHz radios. 

5 Must support data rates upto 1.3Gbps on 5.8 Ghz radio.  

6 Must support 40/80 MHz wide channels in 5.8 GHz. 

7 
Must support upto 23dbm of transmit power for 5.8 Ghz radios, (limited as per Govt, of 

India regulation for such WAP) 

8 

WAP should have the technology to improve downlink performance to all mobile 

devices including one-, two-, and three spatial stream devices on 802.11n. The 

technology should use advanced signal processing techniques and multiple transmit paths 

to optimize the signal received by 802.11 clients in the downlink direction without 

requiring feedback and should work with all existing 802.11 clients.  

9 

Should support configuring the access point as network connected sensor to access any 

network location covered by the access point to get real-time Spectrum analysis data. 

10 Must support WAP enforced load-balance between 2.4Ghz and 5.8 Ghz band. 

11 
Must incorporate radio resource management for power, channel, coverage hole 

detection and performance optimization 

12 Must support Proactive Key Caching and/or other methods for Fast Secure Roaming 

13 Must support Management Frame Protection. 

14 
Should support locally-significant certificates on the WAPs using a Public Key 

Infrastructure (PKI). 

15 
Must support the ability to serve clients and monitor the RF environment 

concurrently. 

16 
Should support mesh capabilities for temporary connectivity in areas with no 

Ethernet cabling 
 

 

17 Mesh support should support QoS for voice over wireless.  
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18 Must support  minimum 16 WLANs per WAP for SSID deployment flexibility. 

19 
Must support telnet and/or SSH login/Console to WAPs directly for troubleshooting 

flexibility. 

20 Must support Power over Ethernet or power adapter.  

21 should support 802.11e and WMM 

22 WiFi Alliance Certif ication for WMM and WMM power save  

23 Must support Reliable Multicast Video to maintain video quality 

24 Must support QoS and Call Admission Control capabilities.  

25 Must support IPv4 and IPv6.  

26 2 Gigabit port connectivity for connection to  the PoE switch 

27 Should operate & function seamlessly with the above mentioned WLCs 

Outdoor Wireless Access Point 

1 Access Points proposed must include radios for both 2.4 GHz and 5 GHz.  

2 Access point must have minimum Two Gigabit Ethernet port.  

3 
Must support minimum 3x3 multiple-input multiple-output (MIMO) with three 

spatial streams 

4 Must support simultaneous 802.11n on the 2.4 GHz and 802.11ac on the 5 GHz radios.  

5 Must support data rates upto 1.3Gbps on 5Ghz radio.  

6 Must support 40/80 MHz wide channels in 5 GHz. 

7 
Must support upto 23dbm of transmit power for 2.4 & 5Ghz radios, (limited as per 

Govt, of India regulation for such WAP) 

8 

WAP should have the technology to improve downlink performance to all mobile 

devices including one-, two-, and three spatial  stream devices on 802.11n. The 

technology should use advanced signal processing techniques and multiple transmit paths 

to optimize the signal received by 802.11 clients in the downlink direction without 

requiring feedback and should work with all existing 802.11 clients. 

9 

Should support configuring the access point as network connected sensor to access any 

network location covered by the access point to get real -time Spectrum analysis data. 

10 Must support WAP enforced load-balance between 2.4Ghz and 5Ghz band. 

11 
Must incorporate radio resource management for power, channel, coverage hole 

detection and performance optimization 

12 Must support Proactive Key Caching and/or other methods for Fast Secure roaming  

13 Must support Management Frame Protection. 

14 
Should support locally-significant certificates on the WAPs using a Public Key 

Infrastructure (PKI). 

15 
Must support the ability to serve clients and monitor the RF environment 

concurrently. 

16 
Should support mesh capabilities for temporary connectivity in areas with no 

Ethernet cabling. 
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17 Mesh support should support QoS for voice over wireless. 

18 Must support  minimum 16 WLANs per WAP for SSID deployment flexibility.  

19 
Must support telnet and/or SSH login/Console to WAPs  directly for troubleshooting 

flexibility. 

20 Must support Power over Ethernet or power adapter. 

21 should support 802.11e and WMM 

22 Wi-Fi Alliance Certif ication for WMM and WMM power save  

23 Must support Reliable Multicast Video to maintain video qua lity 

24 Must support QoS and Call Admission Control capabilities. 

25 Must support IPv4 and IPv6. 

26 2 gigabit port connectivity for connection to the PoE switch  

27 Should operate & function seamlessly with the above mentioned WLCs  

28 Must support Power over Ethernet. 

29 
The Access point shall be IP66/IP67 rated for dust and water Ingress protection. Third 

party casing will not be accepted. 

30 Should support operating temperature -10 to 60 degree Celsius. 



 

 

UNIFIED THREAT MANAGEMENT (UTM) TYPE 1   

S.No. Technical Specification 

Interfaces, Power Supply and Storage 

1 Minimum 4 nos. of 10/100/1000 interfaces with a support to upgrade 4 X1GE SFP 

2 Equipment must have redundant power supply ( Two number of power supply)  

General Feature 

1 Appliance should be quoted with round the clock support & License for IPS, VPN, 

Gateway Antivirus/spyware, Web content and application filtering with 24 X 7 

Technical support. License period will be counted after activation.  

2 Equipment should support 2,50,000 or more number of new connection per second 

3 Equipment should support 6 million or more number of  concurrent connection 

/session 

4 Equipment should support 12 Gbps or more Firewall throughput for 64 byte packet  

5 The proposed equipment should have unrestricted user license. 

6 Equipment must support user based policy configuration for security & internet 

management. 

7 Equipment should support  1024 VLAN 

8 The Firewall should be Hardware based 

9 UTM should support  virtualization  

Administration, Authentication & G eneral Configuration 

1 Administrative control via secured communication over HTTPS, SSH and from 

Console. 

2 Equipment must support user/ip/mac binding functionality to map username with IP 

address & MAC address 

High Availability  

1 The proposed appliance should send notification to admin on change of appliance 

status in High Availability.  

2 The proposed solution should support Link, device & Session failure  

3 The proposed solution should support automatic & manual synchronization  

Security Features 

1 The proposed equipment should be ICSA OR EAL4 certified firewall.  

2 The proposed solution must support policies for user and device identity 

3 The proposed solution should support user defined multi zone security architecture.  

4 The proposed equipment should support OSPF, BGP, dynamic routing along with 

Static routing 

5 Equipment should has the capability to provide MAC Address (Physical Address) 

based firewall rule to provide OSI Layer 2 to Layer 7 security  

6 Equipment should facilitate to apply unified threat policy like AV/AS, IPS, Content 

filtering, Bandwidth policy & policy based routing decision on firewall rule for ease of 

use, also unified threat controls must be applied on inter zone traffic.  
 



 

 

S.No. Technical Specification 

7 Equipment must  support HA Failover  -Load Balancing. 

8 Equipment should support Fully Qualified Domain Name (FQDN) based host and host  

group. 

VPN 

1 Equipment should have inbuilt support for DES, 3DES, AES and Pre -shared keys & 

Digital certificate based authentication  

2 Equipment should have inbuilt support for IPsec VPNs, L2TP & PPTP VPN connection 

and it should also support threat free IPsec / L2TP / PPTP tunnel 

3 The proposed solution should provide 12 Gbps or more IPSec VPN throughput or more  

4 Equipment should support external certificate authorities and export facility of Client  to-

site configuration for hassle free VPN configuration in remote Laptop/Desktop. It should 

also support commonly available IPSec VPN clients  

5 Equipment should support provide SSL-VPN solution with Web Access (Clientless), 

Full Tunnel and Split Tunnel control. Solution should provide per user / group SSLVPN 

access (Must be free license for at least 100 users)  

Logging and Reporting 

1 Equipment should have an appliance for external reporting system based on user (not on IP 

basis). External reporting system to be quoted separately. 

2 Equipment must have the real-time and historical graphical monitoring system and 

report  can be viewed in CSV/ HTML / PDF format.  

3 Equipment must have the facility of email notification of reports, viruses and attacks 

4 Equipment must have the facility of logging of Antivirus, Anti-spam, content filtering, 

Traffic discovery, IPS, Firewall activity 

5 Equipment should generate application wise, visited URLs wise and User wise real 

time traffic reports 

6 Equipment should provide detailed reports for all files uploaded via HTTP or HTTPS 

protocol. The report should include username / IP address / URL / File name / Date and 

Time. 

7 Equipment should provide data transfer reports on the base of application, username, ip 

address. 

8 Equipment should provide connection wise reports for user, source IP, destination IP, source 

port, destination port or protocol.  

9 The proposed solution should support Auditing facil ity to track all activity carried out 

Security appliance. 

10 The proposed solution should be able to provide detailed reports about all mails 

passing through the firewall.  

11 The proposed solution should able to generate reports based on username, IP add ress, URL, 

groups, categories & category type for web/internet access.  

12 The proposed solution should support search criteria in reports to find the relevant data 

for web / internet access.. 

13 The proposed solution should provide reports for all blocke d attempts done by users / IP 

address. 
 

S.No. Technical Specification 



 

 

Gateway Anti-Virus  

1 The proposed solution should have an integrated Anti-Virus solution with 1.5 Gbps or more 

throughput 

2 The proposed Integrated Anti-Virus/Ant-Spyware should have at least one 

Certification as part of a UTM viz. ICSA or Webcoast Checkmark 

3 The proposed solution must work as SMTP proxy not as MTA or relay server.  

4 The proposed solution should support scanning for SMTP, SMTPs, POP3, POP3s, 

IMAP, IMAPs, FTP, HTTP,  HTTPS, FTP, FTPs, HTTP, HTTPs protocols.  

5 The basic virus signature database of proposed solution should comprise complete wild-

list signatures and variants as well as malware like Phishing, spyware.  

7 The proposed solution should update the signature database at a frequency of less than two 

hour & it should also support manual update.  

8 The proposed solution should scan http/https traffic based on username, 

source/destination IP address or URL based regular expression.  

9 The proposed solution should provide historical reports based on username, IP 

address, Sender, Recipient & Virus Names.  

Web content and Application f i ltering  

1 The proposed solution should be integrated solution with inbuilt / cloud based URL 

database. 

2 The proposed solution must work as Standalone HTTP proxy. 

3 The proposed solution must have more than 75 web categor ies 

4 The proposed solution must have following features inbuilt  

 a. Should be able to block HTTPS based URLs with the help of Certificates.  

 b.  Should able to block URL based on regular expression 

 c. Should support exclusion list  based on regular expression  

 d.  Must have support  to  block an y HTTP Upload traffic.  

 e. Should able to block different categories / sites on based on username and category  

 f.  Should able to identify & block requests coming from behind proxy server 

on the base of username & IP address.  

 g.  Should able to identify & block URL translation request .  

5 Should able to block known Chat application like Yahoo, MSN, AOL, Google, Rediff, 

etc. 

6 Should support blocking of File transfer on known Chat application and FTP protocol. 

7 The proposed solution must block HTTP or HTTPS based anonymous proxy request 

available on the internet. 

8 

The proposed solution must be capable of identifying hidden applications runnin g over 

standard ports. 

9 

The proposed solution should provide option to customize Access denied message for each 

category. 

10 

The proposed solution should be able to identify traffic based on category like 

Productive, Neutral, unhealthy, non-working websites etc. as specified by admin. 
 

S.No. Technical Specification 



 

 

11 

The proposed solution should support creation of cyclic policy on 

Daily/Weekly/Monthly/Yearly basis for internet access on individual users/group of 

users. 

12 

The proposed solution should support creation of internet access time policy for 

individual users or on group basis.  

13 The proposed solution should have integrated bandwidth management.  

IPS 

1 The proposed solution should have signature based and protocol anomaly based 

Intrusion prevention system. 

2 The proposed integrated IPS should provide 2 Gbps or more throughput  

3 The proposed solution should have 7000+ signature database and should able to inspect 

SSL base traffic 

4 The proposed solution must support creation of custom IP S signature. 

5 The proposed solution must support creation of multiple IPS policy for dif ferent zone 

instead of blanket policy at interface level. 

6 The proposed solution should give username along with IP in IPS alerts and reports.  

7 IPS solution should have capability to protect against Denial of Service (DOS) and 

DDOS attacks. 

8 The proposed equipment must be able to block unwanted traffic of P2P software such as 

Bit torrent, TOR etc. along with blocking IM traffic if required  

9 The proposed solution should generate historical reports based on top alerts, top 

attackers, severity wise, top victims, protocol wise. 



 

 

UNI FIED THREAT MANAGEMENT (UTM) TYPE 2  

S.No. Technical Specification 

Interfaces, Power Supply and Storage 

1 Minimum 12 copper and 4X10 G SFP+ 

2 Equipment must have redundant power supply ( Two number of power supply)  

General Feature 

1 Appliance should be quoted with round the clock support & License for IPS, VPN, 

Gateway Antivirus/spyware, Web content and application filtering with 24 X  7 

Technical support. License period will be counted after activation.  

2 Equipment should support 4,00,000 or more number of new connection per second 

3 Equipment should support 12 million or more number of concurrent connection 

/session 

4 Equipment should support 20Gbps or more Firewall throughput  with 64 byte packet size 

5 The proposed equipment should have unrestricted user license. 

6 Equipment must support user based policy configuration for security & internet 

management. 

7 Equipment should support  1024 VLAN 

8 The Firewall should be Hardware based 

9 Should support virtualization 

Administration, Authentication &  General Configuration 

1 Administrative control via secured communication over HTTPS, SSH and from Console.  

2 Equipment must support user/ip/mac binding functionality to map username with IP 

address & MAC address 

High Avail ability  

1 The proposed appliance should send notification to admin on change of appliance status in 

High Availability.  

2 The proposed solution should support Link, device & Session failure 

3 The proposed solution should support automatic & manual synchr onization 

Security Features 

1 The proposed equipment should be ICSA OR EAL4 certified firewall.  

2 The proposed solution must support policies for user and device i dentity 

3 The proposed solution should support user defined multi zone security architecture. 

4 The proposed equipment should support OSPF, BGP, RIPv1 and RIPv2 dynamic routing 

along with Static routing 

5 Equipment should has the capability to provide MAC Address (Physical Address) based 

firewall rule to provide OSI Layer 2 to Layer 7 securi ty 

6 Equipment should facilitate to apply unified threat policy like AV/AS, IPS,Content 

filtering, Bandwidth policy & policy based routing decision on firewall rule for ease of 

use, also unified threat controls must be applied on inter zone traffic.  

7 Equipment must support Failover -Load Balancing. 



 

 

 

S.No. Technical Specification 

8 Equipment should support Fully Qualified Domain Name (FQDN) based host and host 

group. 

VPN 

1 Equipment should have inbuilt support for DES, 3DES, AES and Pre-shared keys & 

Digital certificate based authentication 

2 Equipment should have inbuilt support for IPsec VPNs, L2TP & PPTP VPN connection 

and it should also support threat free IPsec / L2TP / PPTP tunnel 

3 The proposed solution should provide 20 Gbps or more IPSec VPN throughput or more 

4 Equipment should support external certificate authorities and export facility of Client -tosite 

configuration for hassle free VPN configuration  in remote Laptop/Desktop. It  should 

also support commonly available IPSec VPN clients  

5 Equipment should support provide SSL-VPN solution with Web Access (Clientless), Full 

Tunnel and Split  Tunnel control.  Solution should provide per user / group SSL -VPN 

access (Must be free license for at least 1000 users) 

Logging and Reporting 

1 Equipment should have an appliance for external reporting system based on user (not on IP 

basis). External reporting system to be quoted separately.  

2 Equipment must have the real-time and historical graphical monitoring system and 

report  can be viewed in CSV/ HTML / PDF format.  

3 Equipment must have the facility of email notification of reports, viruses and attacks  

4 Equipment must have the facility of logging of Antivirus,  Anti-spam, content filtering, 

Traffic discovery, IPS, Firewall activity 

5 Equipment should generate application wise, visited URLs wise and User wise real 

time traffic reports 

6 Equipment should provide detailed reports for all files uploaded via HTTP o r HTTPS 

protocol. The report should include username / IP address / URL / File name / Date  and 

Time. 

7 Equipment should provide data transfer reports on the base of application, username, Ip address. 

8 Equipment should provide connection wise reports for  user, source IP, destination IP, 

source port, destination port or protocol. 

9 The proposed solution should support Auditing facility to track all activity carried out 

Security appliance. 

10 The proposed solution should be able to provide detailed report s about all mails 

passing through the firewall . 

11 The proposed solution should able to generate reports based on username, IP address, URL, 

groups, categories & category type for web/internet access.  

12 The proposed solution should support search criter ia in reports to find the relevant data for 

web / internet access.. 

13 The proposed solution should provide reports for  all blocked attempts done by users / IP 

address. 

Gateway Anti-Virus  
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1 The proposed solution should have an integrated Anti-Virus solution with 3 Gbps or 

more throughput 

2 The proposed Integrated Anti-Virus/Ant-Spyware should have at least one Certification as 

part of a UTM viz. NSS, Webcoast Checkmark  

3 The proposed solution must work as SMTP proxy not as MTA or relay server. 

4 The proposed solution should support scanning for SMTP, POP3, IMAP, FTP, HTTP, 

HTTPS, FTP over HTTP protocols. 

5 The basic virus signature database of proposed solution should comprise complete wild -list 

signatures and variants as well as malware like Phising, spyware. 

6 The proposed solution must support mail quarantine facility (personalized user based 

quarantine area is desirable) and also support blocking of dynamic/executable files 

based on file extension. 

7 The proposed solution should support multiple antivirus policy for sender/recipient 

email address or address group for notification setting, quarantine setting & file 

extension setting instead of single blanket policy  

8 The proposed solution should update the signature  database at a frequency of less than one 

hour & it should also support manual update.  

9 The proposed solution should scan http/https traffic based on username, 

source/destination IP address or URL based regular expression.  

10 The proposed solution should provide historical reports based on username, IP address, 

Sender, Recipient & Virus Names. 

Web content and Application filtering  

1 The proposed solution should be integrated solution with inbuilt / cloud based URL 

database. 

2 The proposed solution must work as Standalone HTTP proxy. 

3 The proposed solution must have more than 75 web categories 

4 The proposed solution must have following features inbuilt  

 a. Should be able to block HTTPS based URLs with the help of Certificates.  

 b.  Should able to block URL based on regular expression 

 c. Should support exclusion list  based on regular expression  

 d.  Must have support  to  block any HTTP Upload traffic.  

 e. Should able to block different categories / sites on based on username and category  

 f.  Should able to identify & block requests coming from behind proxy server on the 

base of username & IP address. 

 g.  Should able to identify & block URL translation request .  

5 Should able to block known Chat application like Yahoo, MSN, AOL, Google, Rediff, etc.  

6 Should support blocking of File transfer on known Chat application and FTP protocol.  

7 The proposed solution must block HTTP or HTTPS based anonymous proxy request 

available on the internet. 

8 

The proposed solution must be capable of identifying hidden applications runn ing over 

standard ports. 

9 The proposed solution should provide option to customize Access denied message for 
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 each category. 

10 

The proposed solution should be able to identify traffic based on category like 

Productive, Neutral, unhealthy, non-working websites etc. as specified by admin. 

11 

The proposed solution should support creation of cyclic policy on 

Daily/Weekly/Monthly/Yearly basis for internet access on individual users/group of 

users. 

12 

The proposed solution should support creation of internet access time policy for 

individual users or on group basis. 

13 The proposed solution should support creation of Data transfer policy on 

daily/weekly/monthly/yearly basis for individual user or group basis.  

14 The proposed solution should have integrated bandwidth management. 

IPS 

1 The proposed solution should have signature based and protocol anomaly based 

Intrusion prevention system. 

2 The proposed integrated IPS should provide 10 Gbps or more throughput  

3 The proposed solution should have 7000+ signature database. 

4 The proposed solution must support creation of custom IPS signature. 

5 The proposed solution must support creation of multiple IPS policy for different zone 

instead of blanket policy at interface level.  

6 The proposed solution should give username along with IP in IPS alerts and reports.  

7 IPS solution should have capability to protect against Denial of Service (DOS) and 

DDOS attacks. 

8 The proposed equipment must be able to block unwanted traffic of P2P software such as 

Bittorrent, TOR etc along with blocking IM traffic if required 

9 The proposed solution should generate historical reports based on top alerts, top 

attackers, severity wise, top victims, protocol wise.  



 

 

5.8GHZ 200MBPS AGGREGATE THROUGHPUT POINT TO POINT ETHERNET  

 

RADIO  

S. No. Technical specifications 

1 Frequency Must operate in Unlicensed band 5.8Ghz as per WPC norms 

2 Must support  nLOS deployment  

3 Should support IPv4 & IPv6 from day one 

4 Modulation 2x2 MIMO-OFDM, BPSK, QPSK, 16QAM, 64QAM 

5 System Should support adaptive modulation 

6 System should Channel Bandwidth 5/10/20/40 MHz user configurable 

7 Tx Power as per WPC guidelines  

8 System should Channel Accuracy ± 20 PPM 

9 System should be based on Time Division Duplex Technology TDD 

10 System should support  Asymmetri cal  Bandwidth (Uplink/DownLink)  

11 

System should support Spectral Efficiency to support throughput as per tender 

requirements 

12 System should support Automatic channel selection.  

13 

System should support Transmit Power Control - within allowable EIRP as WPC 

guidelines. 

14 

System should have Built-in Spectrum Scanner/Spectrum Analyzer Link-oriented 

Spectrum Analyzer to show the results of both sites  

15 System Should have Error Correction Method FEC 1/2,2/3, 3/4and 5/6 

16 System should support 200 Mbps Aggregate throughput  

17 

PTP solution support Integrated antenna or External Antenna for link distance up to 15Km 

18 

System should have LAN Interface 10/100/1000 Base  T interface with Auto 

negotiation (IEEE802.3) 

19 Framing/Coding IEEE802.3/U 

20 Link Latency Upto 8ms 



 

 

5.8G
HZ BASE STATION ETHERNE T RADIO 250MBPS AGGREGATE THRO UGHPUT(FOR POINT 
TO MULTIPOINT)  

1 Frequency Range: 5.8Ghz ISM un licensed free band.  

2 The offered radio systems should be of IPv4/IPv6 enabled from day one 

3 
TDD timing of Radios be synchronized to avoid interference between collocated 

radios at any site 

4 
Network Interface should support 10/1000 Mbps Port to enable asymmetric traffic  

5 IP Protection: IP 66/67 or better certified by International Accredited Lab 

6 VLAN Support: It should be based on IEEE 802.1Q, 802.1P and QinQ 

7 
Quality of Service: System should support QoS based on 4 Queue according to 

802.1p/Diffserve 

8 
System should able to deliver upto 50 Mbps per 10 MHz with single sector Base 

Station Radio. 

9 Modulation technology: OFDM –  MIMO 2x2 and Diversity  

10 It shall be carrier type point to multi point broad band wireless access radio system.  

11 Channel Bandwidth: 05/10/20/40 MHz with 5 MHz steps.  

12 Max output power (at antenna port) Base station: - Min. 10 dbm to 21 dBm 

13 
Built in Spectrum analyzer and radio should have site management and link 

management facility (software) for initial configuration, installation and maintenance  

14 
Sector Antenna 60/90/120 degree coverage sector antenna which can be either 

Integrated or External antenna 

15 Radio should cover distance of 15 Kms or better 

16 Should support SNMPv3 & Telnet.  

17 Operating temperature for ODUs:-30 deg to +55 deg. Celsius 

18 System should support dual stack IPv4/IPv6 IP Address 

19 Should control CPE for assured bandwidth Management on  time slot principle 

20 System should support  Asymmetrical  Bandwidth (Uplink/DownLink)  

21 
Frequency Range 5.825 to 5.875GHz Base station must have mandatory 1024 OFDM 

symbols/FFT per 10 MHz 

22 Latency should be lower than 20ms 
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CUSTOMER PREMISES RADIO 25 MBPS AGGREGATE THROUGHPUT 5.8GHZ  

S.No. Technical specifications 

1 

System consisting of outdoor and indoor equipment, antenna, cables, system software and 

all  other hardware and software required for operation , monitoring & configuration of 

the link. 

2 It shall be carrier type point to multi point broad band wireless access radio system.  

3 Frequency Range: 5.8GHz ISM un licensed free band  

4 Channel Bandwidth: 05/7/10 MHz with 5 MHz steps. 

5 Radio should support Integrated or External Antenna 

6 Radio should cover distance of upto 15 Kms or better 

7 Modulation technology: OFDM –  MIMO 2 x 2 and Diversity  

8 
Should be controlled by Base station for assured bandwidt h management on Time Slot 

Principle. 

9 Latency should be lower than 25 ms 

10 Throughput: Up to 25 Mbps Aggregated 

11 Should be IPv6 & IPv4 enabled from day one  

12 Should have interface 10/100 Base T 

 

 


